Mepsl 0e3011acHOCTH

U PO UIAKTUKA IIPECTYIUICHUM,
COBEPIIACMBIX C UCIOJIb30BAHUEM
MH(OPMAILIHOHHO-
TE€JIEKOMMYHUKAIIMOHHBIX
TEXHOJIOTHUU



[Ipe3enTanus noaAroToBiieHa
JlemapraMeHTOM MH()OPMALIMOHHBIX TeXHOJOruid OpIoBCKOM 001acTh

C UCIIOJIBb30BaHHUCM MAaTCPHAIIOB, IIPCAOCTABJIICHHBIX!

Ynpasinenuem MunHucTepcTsa BHYTpeHHUX Aei Poccuiickor denepanuu mo
OprnoBckol o0nacTu

OtnenenueM o OpiaoBckoit oonactu I'maBHOTO yripaBiaeHus LleaTpaabHOTO
0anka Poccuiickoit ®enepanuu no LleaTpansHOMy QenepaibHOMY OKpPYTY,

VYnpasneanem denepabHOU CIIyK0BI ITO HAA30pY B cPEPE CBSI3H,

HH(GOPMAIMOHHO-aHATUTHISCKAM yIIPABJICHUEM A TMAHUCTPALAA
['yoepuatopa u [IpaBurenscTtBa OpiioBCKOM 0071aCTH.



IMpecryniienus B chepe HHGOPMANMOHHBIX TEXHOJOTMI BKJIKYAKOT:
» pacipocTpaHeHye BpeJOHOCHBIX IPOrpaMM, B310M I1apo/el],

> Kpa’Xy HOMEPOB OAHKOBCKIIX KapT 1 Apyrmx OaHKOBCKIX PEKBU3UTOB,
» pacripocTpaHeHye IIPOTUBOIPaBHONM MHpOpMarm (KAeBeTHl,

MaTepuaA0B HOpHOTIpadMIeckoro xapakrepa, Mmareprualos

BO30Y>KAAIOIIVIX Me>XKHALIMOHAABHYIO VI MEXXPeANTMO3HYIO BpaXkAy U
T.A.) 4epe3 VInrepHer,

» BpPeAOHOCHOE BMEIIIaTeAbCTBO Yepe3 KOMITBIOTEPHBIE CETU B PadOTy
Pa3AMYHBIX CUCTEM.




Kakue cxeMbl HCIIOJIb3YOT
adepucrol?

"\



OBEHIAIOT «30JIOTBIE I'OPbD»

Onpocsl 3a BO3HATPAKICHUE, COITMAIbHBIE BBITIJIATHI UJIH CBEPXITPHUOBLIHHBIC
MHBECTUIIMOHHBIC MPOEKTHI, MIPEI0KEHU padOThI (hpuIaHcepa 3a
pEeABAPUTEIbHYIO OTUIaTy O0yJYCHUS.

COBET: ["apanTus ObICTPOro 0OOTAIICHUS — MPU3HAK OOMaHa!
Urnopupyire 3amanunBbie npeioxenus! M3yunre nx
OoJiee IeTalbHO, MPEXK/IEC YEM BKIAJbIBATh PEATIbHbBIC
JIEHBTU.




SAMAHHNBAIOT HA «PACITIPOJIAXKI

PerynsipHo pa3MemiaroT TOBapbl Ha calTe OOBSBICHUN MO OYEHb BBITOJHOW IICHE,
KoTopasi MoxeT ObITh Ha 30-40% HMXe CpeaHEepPbIHOYHON. EAMHCTBEHHBIM YCJIOBHUEM
MOKYIKHA SBJISIETCS. BHECEHHWE HEOOJIbIIOro aBaHca Ha Kapry. Ilocie mnosyueHus
MPEIOIIATHl HCYE3AET HE TOJIBKO «IIPOAABEI», HO U 00BbABIEHHE ¢ caiWTa. O4eHb YacTO
HaWBHBIC TTOJIL30BATEIIN 3aKa3bIBAIOT TOBAP, BHOCS MPEAOIUIATY U B UTOTE HE MOJTYYAIOT
HU MOCBUIKH, HU JICHET.

COBET: [IlpoBepsiiTe HOpUAWYECKHM aIpec Mara3uHa, JIMIECH3UU W UIIHUTE
OT3bIBbI peabHbIX nokynartenei. Eciu Bol Ha 100% HE yBepeHbI B
YECTHOCTH MPOJABIA, TO MPUIAECPKUBANTECH MOKYIIOK HCKIIOUYUTEIBHO
HaJIO’KEHHBIM ITIJIaTEKOM.




CI

CKYJIMPYIOT HA TPOMKHUX COBLITUAX

Hampumep, oO0BSBISIOT cOOp JEHEr Ha pa3padOTKy BaKIMH, OOCIIal0T BEPHYTh
JICHBIH 32 OTMEHEHHBIC PEHCHI, TIpeIaraloT MOIyYUTh TOCYyJapCTBEHHBIC TOTAIIUH.

COBET: He noanaBaiitech amonusaMm! He cooOiiaiite CBou mepcoHaIbHBIC

JaHHBIC.




MACKHUPYIOTCAH

'l Pa3pirppiBaloT poJb MPOJABIIOB M IMOKyHaTelded Ha MOMYJApHBIX calTax
OOBSIBICHUN, KPalyT y YeJIOBEKa MEPCOHATIbHbBIC JIAHHBIC WM JEHbIU C TTOMOIIBIO
CaUTOB-MOJEIOK ((DUILIMHT).

Il Tlpucekuiaror Ha HOMep kepTBbI CMC ¢ TEKCTOM O TOM, YTO €€ KapTa
3a0yi0kMpoBaHa. B KoHIlE yka3biBaeTcsi HOMep TeiedoHa, MO KOTOPOMY
HY>KHO CBSI3aThCS C IKOOBI COTPYTHMKOM OaHKa. JlOBEpUMBEIil TTOJIH30BATEINb
3BOHHUT 10 HOMEPY M IOIaJIaeT B PyKH MCKYCHOTO MOIIICHHUKA, BBITTOTHSIS
€ro MPOCKOBI M, CaM TOT'0 HE 3amMeuas, MepeaeT CBOM KOH(PUACHIINAIbHBIC
JTaHHBIC U JCHBIY B UyXKHE PYKH.

COBET: » He nosepsiiTe HeE3HAKOMIIAM, HE OTBEYANTE
Ha 3BOHKH C HE3HAKOMBIX HOMEPOB,
TIIATEIIBHO MPOBEPSUTE IOKYMEHTHI
Yy COTPYAHHUKOB FOCYIAPCTBEHHBIX OPTaHOB.

» Ilomuute, Ha OOJNBIIMHCTBE (DpUIaAHC-OUPIK
HayaTh pabOTy MOKHO aOCOJIFOTHO
OecruiaTHO.




HNCITOJIB3YIOT BAIIN I'AJDKETDBI

Il Tlo BceMy MuUpPY AaKTHUBHO PpPacIpPOCTPAHSIOTCS BUPYCHI-BBIMOTATENN, KOTOPHIE
MOMaal0T Ha KOMITBIOTEP <GKEPTBBI» M 3alIM(POBHIBAIOT BCe (haliibl, YTO CTABUT
noJ yrpo3y BCH XPAHUBIIYIOCS HHGOPMALMIO W MapaiuzyeT padoTry. UToObI
BEpHYTh BCE Ballld JOKYMEHTBI, BHPYC BBIAAET COOOIIEHUE C TpeOOBaHUEM
NEPEBECTU CPEJICTBA HA KPUNTOBAIIOTHBIM KOIIIEJIEK, YTOOBI UX HEBO3MOXHO OBLIO
oTciaeauThb. TOJIBKO SIKOOBI TOCIE 3TOTO BBl CMOXETE€ BO30OHOBUTH JOCTYI K
¢aitiiam. K coxxasieHuto, B OOJIBIIIMHCTBE CIIy4aeB BCs MH(OpMAIUS TaK U OCTAETCS
3amuppPOBAHHON JIaXKe MOCTE YIIaThl «BBIKYTIAY.

' OgHuM W3 BapUAHTOB XMINCHUS BalllMX JIMYHBIX JAHHBIX
SBJISICTCSl YCTAHOBKA 3JIOBPEAHBIX MPWIOKEHUW IO BHUJIOM
OOBIYHBIX MTPOTPAMM.

COBET: » YcraHOBHUTE aHTUBHPYC U PErYJISIPHO OOHOBIISHTE €TO.
» Hukorga He 3arpykaiTe MpUIOXKCHHS Ha TeedoH U3

JIPYTUX UCTOYHUKOB, KpoMe O(QUIIMATbHBIX Mara3uHOB
npuioxxeHuit RuStore, RuMarket, NashStore.




BHE/IPAIOTCA B COLCETU

'

' Eme oauH cnoco0 BBIYIWTh MHPOPMALMIO Y JOBEPUYMBBIX MOJIb30BATENCH -
CO3/IaHME TMOJIJICbHBIX JIMYHBIX CTPAHUYEK C I1€JIbI0 3HAKOMCTBA U TTOJTy4YCHUS
JUYHOM uWH(OpMaIUKM, KOTOpas MOXKET MOCIY>XUTh JOCTYIIOM K BalllUM
peabHBIM (DHAHCAM.

Il 3BOHKM M Jla)k€ BHUEO-3BOHKHM B HHTEPHET-MECCEH]IKEpaxX OT COTPYIHHUKOB
0aHKOB, paOOTHUKOB MOJHUIIUM, TPOKYPATYPHI C 1LI€JIbIO BBHIBEJAATh Y UEJIOBEKA
€ro NEePCOHAJbHBIC TaHHBIE.

COBET: Hukorna He packpbelBalTe CBOM NMEPCOHAIBHBIE JTAHHBIC
B JMAJOre C HE3HAKOMBIM YEJIOBEKOM WM TIpHU
MIPOXOKICHUNA COMHUTEIIBHOTO OMPOCa B COLICETH.
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SATPATMBAIOT COLMAJIBHO YA3BUMBIE CJIIOU
HACEJIEHUA

B none 3peHus MOIIEHHUKOB MONaAal0T MOMKUJIbIE JTH0/IU, UCTIBITHIBAIOIIUE CIIOKHOCTH
IPM OCBOCHMM COBPEMEHHOM TEXHUKH, a TakXKe CTPAJAIoIIUe U3JIUIIHEH
JTOBEPUYUBOCTHIO.

MHorue AeTu U JaXe JIIOJIU CTApIIEero IMOKOJICHUs 000atoT Urpel. JKenaHnue ObITH
JYYIIUM MOPOXKAAET 3aBUCUMOCTb, KOTOPas MPOSIBIISIETCS B pacTpaTe JAEHET Ha CBOUX
UTPOBBIX MEPCOHAXKEH ISl MOKYIKU BUPTYaJIbHBIX YJIYUYIIEHUN U TIpeaMeToB. UTOObI
COKOHOMUTb, MHOTHE HIIYT, IJI¢ 3TO MOXXHO CJieJIaTh IMOJCIIEBIIC, HATAJIKUBAsICh Ha
adepucToB, KOTOpble O€pyT IMpeaoIiaTy, HO HE MPEIOCTABISAIOT BUPTYyaIbHbIC
IIEHHOCTH.

[Ton mpuiieioM MOIIIEHHUKOB — KPEMKUE POJCTBEHHBIE CB3U. [IpecTymHUKHN 3a4acTyto
MPEJCTABISAIOTCA OJIM3KUMH POJCTBEHHUKAMU (3HAKOMBIMHU) MOTEPIICBIINX, MPOCAT O
nepefavye Wi MEPEYUCICHUM DJCKTPOHHBIM IUIATEKOM OIPEICICHHONM CYyMMBI
JCHEXKHBIX CPEJICTB JUISl pa3pelieHUs] CIOXKHUBIICHCS B UX KU3HU HEOIAronpusiTHOU
CUTYyalIUH.

COBET: Cneaute 3a COOCTBEHHBIMH JICTHMU, €CIIM OHU
\a? UTPaIOT B CETH.
[TomMoruTe MOXKUIBIM POJUTENISIM Pa300paThCs B
Mepax NPOTUBOACHCTBUS MOIIICHHUKAM.




IIpu3HAKH HHTEPHET-MOIIEHHUKA!

Ha Bac seixoasar camu. AdepucTsl MOIYT HpPeICTABHTLCH
cay#00ii DaHka, HATOrOBOI, NPOKYPATYPOIl, NOIHUIMEH.
JIioboH Heowuaandslii 3BoHOK, CMC Man nuceMo —
[MOBO/L HACTOPOKHTHCH.

['oBopaT 0 aensrax. IlpeanarawT cnacti cOepekeHus,
MOJIYHHTE KOMITCHCAIIHKD HJTH BITOMHTCH B
MHBECTHLIMOHHBIH NPOEKT.

[lpocar  coobmmTh  gannbie.  3A0YMBIIUICHHHKOB ( '

MHTEPECYIOT PEKBHIUTHI KapThl, Napojil H KOIbl H3
DaHKOBCKHX VBEIOMIICHHII.

Ha sac nassar. Adepuctnl BCcerja toponsat, 4ToObl Yy Bac He ObUIO BpEMEHH BCe
0DyMaTs,

Paayor BHe3anHol BeIro10# Wi nyrawoT. CHibHbBIE IMOLUHH NPHTYIAIOT
OUTENBHOCTE,



YT10/10BHASI OTBETCTBEHHOCTH 32 MOIIEHHAYECTBO
B UHTepHeTe



Takune npecTyImieHus: KaparoTcs coriaacHo cT. 159 u 159.6 YK PO, npuuém nociie gHum
MIYHKT MOAPA3yMEBAET UMEHHO JAEAHUS, TP KOTOPBIX XUIIEHUE CPEACTB OCYIIECTBICHO
OCPEACTBOM MH(POPMALIMOHHBIX CUCTEM. MakcUMaIbHOE HaKa3aHUE, MPElyCMOTPEHHOE
10 3TOM cTaThe, cocTapiser 10 jeT nuuenus cBoOO bl co mTpadom B cymme 10 1 mutH.
pyOIeH.

B Ham Bek pa3BuTus HHQOPMAITMOHHBIX TEXHOJOTUN UHTEPHET SIBISECTCS TOUYHO TaKUM KE
MECTOM COBEPIIICHUE MPECTYIUIEHUS, KaK 1 J1000€ Apyroe. OTBETCTBEHHOCTH 3a JII00bIE
MOILIEHHUYECKUE IEUCTBUA peaycMoTpeHa ctatbén 159 YK PO, n nMeHHO cornacHo e
COCTAaBJISIETCA 3asIBJICHUE HA MOIIIEHHUKOB B MHTEPHETE OT noTeprieBmero. OHa COAEPKHUT B
ce0e pa3HbI€ MYHKTHI B 3aBUCUMOCTH OT CyMMBbI PUYMHEHHOTO yiepOa 1 crnocoda
poBeACHUS adephl.

Ecnu MOIIEeHHMKOB NoMMaiu OBICTPO, U CyMMa IPUUUHEHHOTO YyIIiepOa COCTaBIISIET MEHEE
2.500 py0Jieii, ToO BO3MOKHO MPUMEHEHHUE K HUM HE YTOJIOBHOM, a aIMUHUCTPATUBHOMN
oTBeTCTBeHHOCTH. [Ipn 3TOM HakazaHue BapbUpyeTCs OT mTpada g0 apecta Ha 15 cyToOK.




Kak n30exxkathr MOIIeHHUKOB B UHTEepHeTeE:

o01Me NpaBuJia 0e30MacCHOCTH.



» YCTaHOBHTE aHTHBHPYC U PETYJIIPHO OOHOBIISIITE €ro.

» OOHOBIsTE NPUJIOKEHUS. DTOT IPOIECC KyIUPYET YSI3BUMBIC
MECTa B MPOorpaMMax, KOTOPbIMHA MOT'YT BOCIIOJIb30BaThCs
MOILICHHUKH VISl CBOUX JEUCTBUM.

> He ocTraBasiiiTe CBOM NepcoHAJIbHbIE JaHHbIE Ha O0IIEOCTYITHBIX PeCypcax.
Nx cobuparoT poboTsl ahepuCTOB, YTOOBI IPU KOHTAKTE C BAMH BbI3bIBATh
OOoJIbIIIe JOBEPHUS U MOBBICUTH BEPOATHOCTH OOMaHa.

» MUHUMHU3HPYHTE KOHTAKTHI CO CIyYaiiHBIMH caliTaMu. Bricoka BEpOATHOCTD
TOT0, YTO, 3arPy’Kasi YTO-TUO0O0 C HEU3BECTHOT'O CalTa, BbI TOJIYUYHUTE BPEAOHOCHYIO
pOrpamMmmy.

» IlposiBasiiiTe 0CTOPOKHOCTH ¢ MUcbMaMu. Eciiv BBl COMHEBaeTeCh B HAAEKHOCTH
OTIIPABUTEIIS, TO JyUIIE HE IEPEXOJIUTH MO CChUIKaM, YKa3aHHBIM B TUCbME, U HE
OTKPBIBATh MPEIJIOKECHHBIE TPUIIOKEHUS. Bpe1oHOCHAs MporpaMma MOKET ObITh
3aMacKHUpOBaHa Ja)ke 1moJi 0ObIYHbIN JoKkyMeHT Word.



» Bcerna npoBepsiiTe aapeca 3J1€eKTPOHHOMH MOYTHI  CANTOB —
OHH MOTYT OTJIMYAThCS OT O(PHUIMATBHBIX JIMIIb MapOil CHMBOJIOB.

» He npITaiiTech «OTHHCATHLCS» OT CIIaMa, €CJIM B MUChbMeE €CTh
HA 3TO CChLIKA. BO3MOXHO, KIMKHYB 0 COOTBETCTBYIOILIEMY
OaHHEPY, BHI IEpEeHIETE Ha BPEIOHOCHBIN caiiT. Kpome Toro,
OTBETHAs PEAKIM HA MMCHhMO MMOKAXXET MOIICHHUKY, YTO Balla
1104YTa PEAIbHO CYIIECTBYET U €€ YUNTAKOT, YTO NPOCTUMYJIUPYET
adepucTa K IPUMEHEHHIO 110 OTHOIIICHHIO K BaM 0oJiee
yOeIUTEIbHBIX CLIOCOOOB BO3ACHCTBUSI.

> He nepexoauTe 1mo cChblJIKAM OT He3HAKOMIIEB — Cpa3y yAAISHTE COMHUTCIIbHBIC
COOOIIEHNS.

» Huxomy He coo0uiaiiTe CBoM MepcoHAJIbHBIE TaHHbIE.

» Hukorma He 3arpy:kaiiTe NpujIo:KeHUs1 Ha TeJieOH U3 IPYrUX HCTOYHHKOB, KPOME
oduIMaIbHBIX MarasuHoB npuiioxenut RuStore, RuMarket, NashStore.

> 3aBeauTe OTAEIbHYIO 1€0eTOBYI0 KapTy AJIs mjaTe:keii B IHTepHEeTe U KITaquTe Ha
HEE OMNPENICIICHHYI0 CYMMY TE€pPE]I OIUIATOM.



Yro gearpb, eCJiM MOIICHHUKHA BAC OOMAaHYJIH?



ECJIN YKPAJIN neHbru ¢ 0aHKOBCKOM KapThi!

» TIlo Homepy TenedoHa OaHKa Ha GAHKOBCKOM
3ABJIOKNPOBATD 4 KapTe WU Ha OPUIIUATIBHOM CalTe
KapTy @ » Uepes MOOMIIBHOE MTPHIIOIKEHHE
» Uepes mMuHbIN KaOUHET HAa O(PHUIIHATBHOM
caiite OaHka
» B ornenenun 6anka
HAIIMCATD 3asiBIIeHHE JOJDKHO OBITh HAITMCAHO:
3asBJICHUC > B TeueHme CyTOK Mocie COOOIIEHHUS O
O HCCOIJIaCHuHu - CIIMCAaHUU ACHET
C ornepanueun » Ha mecrte B oTnenenun 6aHka
, YeM Ootbliie JTHOCH MOMAMYT 3asBICHUS, TEM
OBPATUTBHCA i@ N\ BBILIE BEPOSATHOCTD, YTO MPECTYITHUKOB
B TIOJIUIIHIO N OMMAroT

% Bank He KoOMNeHCcHpyeT
NOTEPH, ECNW Bl HAPYLUWAK

Nnpaawna SesonacHoro
MCNONbIOBAHMA KapTbl




B ciyudae JIFOBbIX ®AKTOB wu npu [IOJJO3PEH1N
Ha MOIIEHHHNYECTBO o6pamaitrecs B [IOJIMTI[UIO

10 KPYIJIOCYTOYHBIM HOMEpPAM JIE)KYPHOM YaCTH —

«02»,«102»,«112» u Tenedony goepus YMB/JI — 41-38-56.

3a uHdopmaliuio, Kotopas OyaeT
CIIOCOOCTBOBATh TOMMKE MOIIICHHUKOB,
IPEAYCMOTPEHO BO3ZHAIPaXKIEHHE.

Henp3s onmyckars pyku v OTPEIIUTHCS OT
npo0siembl. Hy»KHO neiicTBOBaTh, BEIb

\ PECTYIMHUKH JOJDKHBI ObITh HakazaHbl. KpoMme
TOT0, BO3MOXXHO, BBl IOMOXKETE APYTUM JIFOISM,
KOTOpBIE CTaJId MX KEPTBAMH HJIH MOTIIH OBbI
HMU CTaTh.




MOILIEHHUKU BYAYT IMOMMAHBI

3a mecTh MecdleB TeKyuero roga B OpiioBCKOM 00JacTH 3apErucTpUPOBAHO
815 mporuB 601 B 2022 romy (+35,6%) mnpectymieHuil 0OIIECYrOI0BHON
HanpaBJieHHOCTH 10 cT. 159 YK P®, coBepmieHHBIX € HCHOJIB30BAHUEM

MHPOPMALIMOHHBIX TeXHOJorui. M3 Hux packpsito 62 npotus 15 B 2022 roay
(+313,3%).




[ToapoOHO 0 IpaBHIaX KUOSPTUTUEHBI
yurante Ha caite fincult.info




